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Name: Did, Augusto 

Rank: Capt (Italian Amy) 

Unit: Cryp t ogr anhio Seo of SOI (later of SID) 

Interrogated: CSDIC, CMP, 8 Sep 44 



ERE AMBUS 



Source is 36 yra old. He me formerly employed as an engineer by the 
Italian Ministry of eomnunioations in ROME, Ho did mil service in th e Ar tillery 
from 1930-31 and from 1935-36. During the war he was employed by the Cryptographic 
Seo of SIM (SERVIZIO INFORMAZICNI mUTARl) and after the Armistice (8 Sop 43) 
worked for the same aeo of SID (SERVIZIO INFORMAZIONI DIFESA)\ He supplied Infta 
voluntarily. 

Function : C ryptographer Reliabllltyi Good 

2, HISTORT AMD MOVEMENTS 

1 Nov 39 Sent to Cryptography Course at War Ministry* 

10 May AO Joined Cryptographic Seo of SIM at 40. Via KJUt* ROME# 

1 Jul 41 Pro noted Capt. 

21 Jan 42 I Sent to BERLIN with Col COSMACINI (see App "A") t» st u^r 

I orgn Of German CKE ABTEHjUNG and the use of HOLLSKEIH 
(machines. 

22 Feb 42 Returned to ROME. 

23 Deo 42 jj Sent to BERLIN again to find out more abo ut Ger man msthods 

land to negotiate for the purchase of HOLLERITH m a c h i n es. 

end Dec 42 fc Ordered hook to ROME by the Germane. 

10 Sep 43 SIM disbanded. Source returned to Ministry of 

Communioations in ROME. _ 

7 Oot 43 Ordered to report book to SIM. Reported to Dr F09CH INI. 

•who had taken over the Cryptographic Seo, Sent x * SIk 
HQ at PADUA. 



2 Nov 43 3ent with all other SID offrs to KQG&RA ( Province of 
VERCNA) . 

beg Deo 43 Joined Ciyptographio Seo of STD Ci UglflLTffl R 

STIVIERE (F 2B5CT= 1^^1:250,000 Northern HALT Zen) 

/ ’ffirarrTThad its offices in ths LJfCEO GIMNASIO and the 

/ SCUOLE AVBtUENTO EROFESSICNALE. 

25 Feb 44 Section ordered by Gormans to stop all activities. 

5 Apr 44 Asked to joined Republican Amy. Refused. 

15 Apr 44 Dismissed from SID and told to report to Regional Cosmand 
at PADUA. 

2 May 44 [Visited CASTIGUONE BStEE STIVIERE to collect his luggage, 

( • SE> Cryptographic Section still there, but net working. 
Source returned to ROME and remained there until the 
arrival of the Allies. 
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3 . sm CRgTOGaA HgC SE CTION (SEZIOKK CRflTOGR/EFIC/. SIM) (beg 40-8 Sep 43) 
('.) Organisation, Strength and Role 



Source states that, in spite of the wide nature of its -duties, which 
overlapped into fields other than the purely military, the SHI Cryptographic Seo 
came directly under the orders of the Amy Branch of SIM. 

For purposes of working the Sec was divided into the following three 
sub- seat ions:- 

\ 

1) Diplomatic Sub-sec 



Re®on*ihlu Sa r the deposing end daolp^rfog nf all 1rrt 

pts . Subdivided into groups dealing with diplomatic slgs t r a ff ic of various 
atos or grotqps of states. 
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li) Military mad Reaearoh Sub-seo 

Normally dealt with only high-grade traffic. Reacts obtained 
would be bended over to the various arypto graphic seas working in the f d, or in 
Italian overseas possessions (e.g. RHODES). To the reaearoh elt would be handed 
over work which was considered too difficult to be handled cither by the other 
sub- sec 8 or by the aryp to graphic sec 3 in the fd. The Sub-eeo was further sub- 
divided into gps dealing with the mil slgs traffic or various states or gps of 
states in ^approximately the seme manner os for the Diplomatic Sub-eeo. 

ill) Oonmoroial Sifc-seo 

Dealt only with Italian Commercial codes. Its duties seem to have 
been mainly the censoring Of commercial traffic and the detection of a iy attempts 
by Italian firms to insert "codes within codes". 




Exclusive of guards and Orderlies, personnel employed by the Crypto »• 
graphlc Seo lumbered approx 45. Of these, 16-20 were cryptographers, and ranked 
as offtre» The remainder were KCO translators and clerks, the majority being dram 
from the GC RR, the remainder from the Arty. All personnel, incl guards, normally 
wore civilian clothes. Allotment of personnel between the three sub- secs varied 
in proportion to the voluno of traffic and the priority of teaks ate any given 
moment. Translators and typists seem to have been pooled between the sub-secs; 
Source gives the following as a typical allotment of cryptographers at axy one timet- 

Diplomatic Sub-seo 



FRANCE and Colonies 
TURKEY 

BELGIUM (French) 

SWITZERLAND (French and German) 
RUMANIA 

SPAIN ) 

PORTUGAL ) 

LATIN AMERICA (incl MEXICO) ) 
Slav States 
GREAT BRITAIN ) 

DOMINIONS ) 

USA ) 

also SWEDEN ) 

VATICAN 



2 

2 

1 

1 

1-2 

1 » 

1 (later average higher t 3-4) 

2 
1 



12-16 



Military Sub-eoc (inol T.e search ) 3-5 

Commercial Sub-sec 1 

Grand Total 16-22 



(D) Sources of Trafflo 



The traffic given to the Crpto^raphio Seo for deciphering was 
normally derived from the following five main source s:- 



i) 

11 

ill) 

lv) 



ITALORADIO 
ITALCABLS 
TELEGRAHI OFFICES 

STATIC 3NTERCE1 J T St ns at ROME (FORTE BRASCHl) 

aujenga/savona 

MSNa'JSTERlAUKm 

VENICE 
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(C) 



v) MOBILE INTERCEPT St ns, inol those in LIBYA (1940-42) 

RHODES (after 1940) 

ENNA (Sicily) (until 1943) 
LECCE/DRINDISI (until 1943) 
FIUME area (after 1941) 
RUSSIA (with AHMER) 



Location 



Work was carried out at 43, Via PQLI, ROME. Reconstructed codes, 
photostat copies and cryptographic reports were kept in three safes in this bldg. 



(d) Traffic Handled 1940 - 8 Sep 43 

y 

Source had knowledge of the following work as having been successfully 
carried out by SIM Cryptographic Sec during the period under review:** 

I) Diplomatic Sub- sec 

(a) FRANCE 

, In 1940 two diplomatic codes wore under reconstruction (no further 
details known). 



(b) TURKEY 



Source states that SIM met with considerable success in its work on 
Turkish traffic, as the latter was found comparatively easy to read. Work was 
carried out on several Turkish codes: - 



i) 




A f nin%*fljprre diplo matic node ( two books, one encipher and one de- 
cipher) used with two recipher tables. Bie code-group of four 
digits changed after rooipherlng, by process of substitutions of the 
first three digits; thus 1235^ become 689^. SIM was in possession 
of photostat copies of this coda, but NOT of the reoipher tables, 
(Source states that the recIpEor table used for the ANKARA-HEHLIN 
traffic wa3 referred to as the " ZAFER" , and the recipher table used 
for the ANKARA-MDSCOW traffic was referred to as the ?"SAKARIA") , 



11) A four-figure diplomatic code ("Codioe paginate", l.e, one book) with 
y a 40~figure reoipher key, which changed daily. This code was broken 
^ by SIM Cryp to g raphic Sec on 19 Jul 43* 




A four-figure diplomatic code, used by the Turkish Embasey in ROME, 
with a 2+0- figure reoipher key. This code was referred to as "BQMA”, 



lv) A consular code - one book - with reoipher. The dear of this code 
was reported to be in the Turkish language written in .orablo - 
characters. 



t’V' A four-figure diplomatic code called the "(jjonkoya". This code was 
\jr broken same time before 8 Sep 43* (See para 4«D.a.li. bold*; • far 
details see App "F"). 

vi) A five-figure Mil Attaohd code, one book, which was in use until 1942, 
This code was broken by SIM. It was replaced by the code described 
in para 4.D,a.i, below and in App "E'i 

(o) BELGIUM 

In 1940 SIM wore reading traffic in on old diplomatic code of whloh 
they had photostat copies. Source did not remember ary details; he believed that 
It was a four-figure 00 da, the first two digit* indicating the page in the book, and 
the latter two the oode group. 

(d) SWITZERLAND 

( Until 1941 a diplomatic oode (in French) was being read. After tide 
date the _Swias introduced cipher machines, and os a result no ant decoding work was 
attempted. — 




I 
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(e) ROMANIA 

All codes were read, as SB! had succeeded in obtaining photostat 
oopies of all oo3es"In“u36' rigtt "tl|j to the period of the Italian Arndstioe. 

Source states that during the period 1939-43 the Rumanians changed their codes 
frequently, but all the oo ^c-books wore of approximately the same pattern, and SIM 
never encountered any serious difficulties. (For further details see para 4.D, 

' a. ill, and A below). 

■ 

(f) FORTUGidi 

One diplomatic code was read} Source believes that it was of the 
five-figure type, with recipher table. SIM were in possession of photostat oopies 
of the code itself. Each legation used different recipher tables, but SIM had 
succeeded in breaking and reconstructing some of these, 

(e) 

One diplomatic oodo was read, SIM being in possession of photostat 
copies. Source believes that this coda was of the five-figure or four-figure type. 
Only traffic MORTEVIBEO-ROIG was read. 

(h) chile 




One diplomatic code was read, SIM being in possession of photostat 
oopies. This wa3 a five-figure code, divided (fer convenience) into three con- 
secutive books, each with an enciphering and deciphering sec, 

(i) MEXICO 



SBI were working on three separate codes. 

Of these, the first two were of the five-letter type ("Codiet paginato" 
- one book)} both contained about 20,000pronounooable gps, and were u^ed in con- 
junction with a daily recipher table worked on the sliding scale principle (thus 
e.g. "BABAB" would become "BABAC"^. The text of messages was interspersed with 
clear, Theso codes were Lcth read ,?nd reconstructed by SB:. 

Hie thira code was of the polyalphabetio type, with 20 alphabets. 
There rare a number of tables, ..bout twenty different tables were read and 
reconstructed by SIM. 

v j) SPAIN 

Prior to 1939 SBI had succeeded in breaking and reconstructing several 
diplomatic cades which had been used in the late Republican and early FRANCO period. 
Source states, however, that these codes were all out of use V* 1939* and so for as 
he is ewero sc other Spanish codes were road or reconstructed by SIM. 

(k) YUGOSLAVIA 

Soiree states that SIM had succeeded in breaking and reconstructing 
the following ood«sj- 



Befo - -i April 41 

i) A dipj-^matic oode (in figures) with recipher. Photostat oopies were 
availa le. 



H) 



ill) 



After Ap - ll 4,1 

An UST ACM oode (CROAT State). This was a fd oode, of German origin, 
adapted tc the CROAT language, and used in the CROAT Army. It was 
of the big. (c typo, derive! _roi the MPPELlO'iSIETW’HLTGSSEL (two 
snuares eac i of 25 lot ’rrrr, vbere the clear Mgram was enciphered by 
taking as th- cipher bigran the diagonal opposites, one from each 
square). In use from Jun 41 until Jan or Mar 43. W am first read at - 

ROME, and handed over! to the (?) Eighth Italian Arny HQ at FIUME. 



A second USTACIL' cipher, 
oomplete rcctang », , 



/ 

C 



Hiis was a transposition qystem with in- 




/ 



f 



TO SECRET - 



It) 
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A code used I 7 - Marshal TITO * 3 forces. Source believed that this 
Tas a mil code. It was a Pd Code with substitution with bigramS. 
(For details 3oe "L"). 



(1) GREAT BKETAjDT 



Source states that a diplomatic code (number of letters unspecified) 
was in process of reconstruction, and was being partially read, (Source could 
supply no further details). 

(n) USA 

SIM succeeded in reading the following oodes:- 

i) ^Jhe "BROV/N" diplomatic code. This is stated to have been of the 
/five-letter type. Photostat caoies of this code were available to 
'' HEM. 

s 

The "SECRET" Military ..ttaohe code. This is stated to have been a 
/five-letter code w*xth rcciphcr tables. Photostat copies of the code 
y were available to 3IM, and tue Research Sub-sec had succeeded in 

reconstructing a nunbe,’ of rcciphcr tables. 

. also 

ill) The ’’CONPIIEUTLJj" Military Attacno code. This is/ stated to have 

been a five-letter code, with recapher tables. Photostat copies of 
• the 00 de were available to SI' , and the Ro search Sub-sec had succeeded 
5/ in reconstructing a lumber of recipher tables. 

Source believed that one of the photostat copies mentioned above was 
obtained by SIM from the Germans. 

(n) SWE3EN 

One Swedish diplomatic code was being read by SIM. (Source could 
supply no furthor details). 

(o) VATICAN 

Source states that the work on VETKIN sigs traffic was carried out 
by Gen GAMBA, head of the SUM Cryptographic See, in person. He stated that ho 
carried out this work solely "for his o\m satisfaction". After Gen GAMBA retired 
(see para 5.1* below) the work was carried on by Capt HENN^. 

Traffic read consisted of two 'iiplomr.tic codes; both were in use at 
the soma period of time, and were still current on 8 Sep k-5. Source states that 
these were both of the book type (Vsodiee paginato" - one book) with trigrnms. The 
book had 2A pages, each page having 2 1+ blocks, and each block 2if lines. In each 
trigram, the first letter indicated the page, the second letter indicated the block, 
the third letter indicated the line. Thus, XYC meant; "Page X, block Y, line Z", 
the latter giving the dear. In addition, "dud" letters ("NULLE”) were sometimes 
added. These might be placed arywhero in the message, but never within the trigrom. 
Their exact posn in the message varied in accordance with the particular Nuncio's 
Residence participating in thu traffic. Source states that such duds wore hot to 
be found in every Marconi^ram gp of five letters. 



(N.B. Source hod no knowledge of work having been attempted on the cipher 
traffic of CHINA or JAPAN. He had personally never met any member of SIM Crypto- 
graphic Sec with any knowledge of either Japanese or Chinese). 



ZX) Army and ReBorch Sub- sec 
(a) Army 

i) Fighting French Army In the Middle East (19A2-43 ) 






( Source believes SSTtf oode^wa^Ln the first instance broken^by the‘ Germans, It 
was haadsd ever by SIM to the Cryptographic Sec on HHDEES, and the latter was res- 
^ o n s^frl^ for the deciphering of sub sequent messages, (For details of this code, see 



iicces3fully read by SIM during, this period, 
in the first Instance broken oy the Germans, 
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11) Turtdflh Army 

A poly alphabetic oode of five or more alphabets was read by the 
feyptographlc Sec at RHODES. (Source could supply no further details). 



Ill) Russian Arasr 



Source knew of a Fd Code which had been broken by SHU. 

This Is desaribed as a two-figure code with a key changing daily. 

A square of 10 x 10 small squares contained 100 groups ind the alphabet, figures, 
punctuation marks and a few words. 



iv) British Amy 

Source has knowledge of four codes which had been read with complete 
or partial sue cess by SIM Cryptographic See, viz the "SXKQ", "ANNA". "CITHER" and 

WAR OFFICE" Codes. — — 

Source describes the "SYKD" as a poly alphabetic oode with 32 alphabets. 
Messages started with a Key Croup of five letters, which indicated the order in 
which the enciphering had been carried out. For example, BOOCK might stand for 
13795 * The first digit of this key indicated from which of the first nine 
alphabets the enciphering had beon carried out. Taking the above example as being 
used in the enciphering of a long mossege, 

LETTERS - CITHER found 

With Key Letters in clear text in Alphabet Ho 



1 

3 

7 

9 

5 



1 st 
33rd 
63rd 
89th 
113 th 



1 

3 

7 

9 

5 



and then the 141st letter of message from Alphabet No 1, and so on. .j 

Source states that the "SYKD" code was broken in ROME end was handed • 
over to the Italian Cryptographtefloc working with the intercept unit 3 in AFRI0/ . 

The "ANNA" coda is described by Source as being on the saj» principle 
as the"SXK0", and its system was known to 533.1. The latter did not concern them- 
selves with it to any grout extent since, according to Source, it was discovered 
that the "ANNA" code was only used in the course of mil exercises in the TJK itself. 

^ The "CITHER" was a code which, according to Source, was used down to 

, a comparatively low level in the British Amy. It was used in the UK, end at least 

''I * two of itB tables were known to the Italians ns having been used in LIBIA and In tie 

Middle East. The oode was originally broken by the Germans, who communicated th^xr 
results to the Italians in Jan 42. The "CITHER" code is described by Source as 
involving the use of a square sud-divided into 26 x 2 6 smaller squares, with letters 
for each column and line. The 676 squares contained words, figures, punctuation 
marks and syllables. Key is believed to have changed daily. 

The "Will OFFICE" oode is described by Source S 3 a figure oode, in two 
<7 books (encipher and decipher), reciphered with a "continuous" key (out of a book). 

A copy of the cods itself was captured in LIBYA early in 1942, and the Germans en- 
* Joyed a measure of success in breaking It. The Italians obtained it from the 
Germans but could not read it on account of the lack of HOLLERITH machines. 

i - , x 

(b) Researc h 



As stated above (sub-para A. ii. ) this seo concerned itself chiefly 
with work which was considered beyond the inmodinto capabilities of -he other sub- 
secs or the various cryptographic parties. In general, work seems to have been o-a a 
small scale; it was not until May 43 that the project of obtaining WATSON-HCTJXRj PH 
machines was realised, and problems began to be tackled the solution of vhich had 
until then only been attempted by the Germane. Work carried out with the nac hires 
seems to have Ken of a general nature. Source has knowledge of the following as 
among the tasks undertaken: 

i) Statistics of language characteristics, such as the ascertaining of 
the relative frequencies of letters and combinations of letters, 
ii) Detection of repeats, 
lli) Statistics of sequences, e.g. 3H in English 

QU in French 
CC in Italian. 




!▼) 



In connection with the attenpt to break the "T JAR OFFICE" Cole ( see 
sub-para. a. It. above) work l o no w n as " differencing" was done with the 
aid of the tabulating machine. This was an attempt to break the 
subtracter key. The tabulating machine worked out the differences 
of frequent gps of code (in book forts), and the differences of gps 
in text. Work in this connection had been oarried out by tbe Bermans, 
but Source oould not specify the degree of success obtained. 



m) Conmeroial Sub-sec 



Source had little knowledge of the work lone by this Sub-seo. He 
only knew that it worked as a censorship office on the Tarlous Italian Conmeroial 
Codes and other Commercial Codes used In ITALY. 



(E) Publication of .results obtained 

Bulletins containing messages read by the Cryptographic Sec of SIM 
were issued daily. These bulletins were typewritten, with ten to fourteen copies. 
Distribution varied, normally inol:- 

The King 

Head of tho Government 
, Director of SIM 
Other Depts of SIM 
Chief of Staff 
Ministry of Pbpular Culture. 



(f) Security 

All working papers were burnt after perusal. 

4, SID CHfPTOGRAIHIC SECTION (Oot 45-Apr 44) 

(A) History 

Formed as a part of SID at the time of the latter's reconstitution 
under Dr FOSCHDR in Sep/Oct I*.}, the nucleus to form the new Sec being drawn from 
personnel who had previously served in the Cryptographic Seo of SIM. It was in- 

tended that the Cryptographic Seo of the new SID should fulfil a similar function 
in working for the Republican Fascist Forces to that of the old Cryptographic Seo 
of SIM In working for the Italian Armed Forces up to the time of the Italian Arm- 
istice, but the new Sec was given the additional task of devising code and cipher 
systems for the use of the Republican Fascist Amy (see sub-para D.b. below). 

Formation took place in ROME in Sep/Oct 43* and In Oct/fyov 1*3 the Seo 
moved to CASTIGLKNE DELLE STIVERS (F 26 50 - ITALY 1:250,000 - Northern ITALY Zone) 
taking with them at least some of the oodos which had previously been in possession 
of SIM (see sub -para D. a. below). Sour e explains that at the time of the Italian 
Armistice Gen FAOTONI, the then Director of the Amy Branch of SIM, ordered the 
destruction of all cryptographic documents. The codes taken with them by SID 
Cryptographic Sec were. Source believes, the only ones which were rot in fact so 
destroyed. 

Source states that during the entire period up to Apr 4 4 no work on 
current traffic was carried out by the Sec, since the Republican Fascist Forces had, 
so far as Source is aware, no intercept stns of their own, and all attempts to set 

up such stns were frustrated by the Germans. Source has no knowledge of the aot- 

\ ivities or movements of the Seo after 2 May 1 * 1 *.. He believed that it was still 

’located at CASTIGLIONE DELLS STIVERS, but one rumour said that it was to be dia- 

; banded and that all cryptographic and intercept personnel of SID were to be attached 
to various German intersect units. 

(B) Organisation and Strength 

The orgn and functions of the various sub- seo s of the SID Cryptographic 
Sec w&b in most respects identical with that of the old SIM Cryptographic Seo (see 
para 3 .A. above) but Source states that up to Apr 44 the former was designed on a 
somewhat smaller scale. The actual cryptographic personnel were divided into 
specialist gps, and it was intended that non from the various gps should be sub- 
allottcd to the DIPLOMATIC, MILITARY A RESEARCH or COMMERCIAL Sub-Secs as required. 
/in Apr 44 
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In Apr 44 the constitution of these gps was as follows (figures in- 
dicate strength in offrs). 



OC 1 
English-speaking Nations 1 
Turkish 

Arabic 1 
Amhario 

Greek 1 
Slav Languages 2 
General Cryptographic work 4 
Construction of new codes 2 
VATICAN 1 
Intercept 3 



(c) Location 



Total 16 



On 2 May 44 the Sec was at CASTIGLIONE DELLS STIVIEH E (P 2650 - ITALY 
1:250,000 - Northern ITALY Zone) where it had its offices in the IYCEO. GIMNASIO and 
the SCUGLE AJpSMMSftTO HfQFESSIONALE . Source has no knowledge of any sub seauent 

change of location. 









Td) 



Work of Section (Oct 43-Apr 44) 



(a) Reading of Foreign Codes (Diplomatic and Mil Attach^) 



As stated above (sub-para 4. A,) no -work on current traffic was carried 
out during the period under review. The various codes and ciphers specified below 
are those which were broken and read and either partly or wholly reconstructed by 
SIM before the Italian Armistice, and which the Cryptographic Sec of SID took with 
them in their move to CASTIGLIONE DELLE STIVIEHE. They are mentioned under this 
heading because they were thus always available for reading current material and 
may in fact be used for this purpose by either Italian or Gorman cryptographers at 
the present time. 



i) Turkish Military Attaches Code 

('c.£, para! 3.D,I.b.vi, above, 1 For details see App "E") 

Kioto st at copies of thi3 code were available. 

Source states that this code is used by all Turkish Ifil Attache's. It 
is described as a five-figure code with one book (Jtaodica pnginato"). 

This code was broken before 8 Sep 43 in its entirety. Up to that 
date about one message per day was intercepted. In Apr 44 the code was in the offices 
of SID Cryptographic Sec at CjiSTIGLIGNE DELLE STIVIEHE, 



i±) Turkish Diplomatic Code 

fc.f, para 3. D.I.b.v, above. For details see App "F") 



Source describes this as the code used by the Turkish Embassies in 
BERLIN and (?)VlCHr, It is stated to have been of the two-book (encipher and de- 
cipher) four-figure type, 

SIM referred to this code as th' "Cankaya" and had broken and recons- 
tructed it to their own satisfaction by 8 S cp 43. Traffic was intercepted at the 
rate of about one message per day; the majority of these concerned chrome negotiation 
In Apr 44 the results obtained by SIM in reconstructing this code were 
in the offices of the SID Cryptographic Sec at CASTIGLIONE DELLE STIVIERE. 

iii) Rumanian Di plon tic Code 
(o,£.~ para 3.D.I, e. 'above) 



This code was in use in Sep 4-3. SIM had succeeded in reading it. 
Kioto stat copies were available. 

Source could supply no further details. 

As far as Source knew, this code was still in the offices of the SID 
Cryptographic Sec at CASTIGLIONE DELLE STIVIERE in Apr 44. 
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Rumanian Military Attach^ Cipher 

(c.f. para above. For details see App "C") 



This Is dcsorlbed as a transposition cipher with sauares each of 36 
letters. It had been broken by SIM prior to 8 Sep 43, at which period it was 
still in use. 

Results of SIM's work in breaking this cipher were also at the offices 
of SID Cryptographic Seo at CASTIGLIONE BELLE STIVIERE in Apr 44. 



▼) Spanish (?) Diplomatic Code 

This had been reconstructed by SIM prior to 1940, at which period it 
was no longer in use. 

Source states that SID Cryptographic Sec brought copies of this oode 
with them when they moved to CASTIGLIONE BELLE STIVIERE, but could not explain 
their reasons for doing so, since the code had been obsolete for apprcoc four years, 

(b) Production of Codes and Ciphers for Fascist Republican Forces 



Source knew only of a Naval Code used by the Amy, This was an old 
four-figure code, with gps from 00009999, used in conjunction with a new reoipher 
table( n 80 prac^g^tura a chiave cantir.ua"). The reoipher table Changed daily, (the 
tables for eacn day being dream up by hand). 

5. PERSONALITIES 

(a) SIM Cryptographic Section (194043) 

The following constitutes a list of Italian offrs or WOs whom Source 
remenbers as henring worked at one time or another in, or in liaison with, SIM 
Czyptographio Seo. Source stresses that offrs frequently changed appointments or 
were sent to the various etyptographio parties working abroad or in the fd, although 
the actual OCs of the dept 8 changed less frequently. Offrs marked $ in this list 
were working for SID Cryptographic See at CASTIGLIONE IELI£ STIVIERE in Apr 44 (sec 
sub-para B. below). 



Function or 
National jp 

Permanently employed by 
SIM Cryptographic See, 
of which he was Director 
until Spring 43, when he 
was placed in retirement. 



Rreeent Director of SID 
Cxyptographlo Seo. Was 
2 S/o of SIM Cryptographic 
Seo until Gen GAMBA' s re- 
tirement, when he took 
over the post of Director, 

FRANCE Lt-Col VALLETTA 



Capt BONVTNO 



2/Lt AGOSTI 



Sjt-Maj MA3NA 



Rank and Name 
Gen GAMBA 



$ Col COSMACINI 



Personal Details 

Aged 70. Considered eccentric, 
but unquestionably the best 
cryptographer in HALT. Reads 
French, English, German, Greek, 
Runanian and Turkish. Believed 
at present in ROME area. 

Regular offr and cryptographer. 
At one time trained recruits 
for Sec, Believed at present 
in Northern ITALY, 



Speaks French. Believed at 
present in Northern ITAIY. 

Engineer, Speaks French. 
Thought possibly at present in 
ROME area. 

Speaks French. Milanese, may 
be at present in MILAN. 

Worked in 1940 with the party 
engaged on the reconstruction of 
French codes. Present where- 
abouts unknown. 



TURRET 
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SWITZERLAND 



$ Lt-Col CARUSI, 
Raoul 



Capt 



NORDIO, 

Eraani 



RUMANIA 



Ca pb MURAT TI 



Capt GRAMOLA, 

(?)Giovanni 



Capt BA.TTI STICH, 

(?)Roborto 



2/lit RUSSO 



Major GALGFARO, 

(?)Giuseppo 



Lt-Col VASSALLO 



* 



a— 

SET 

cawc/UgA 4; 



Inf offr. Speaks Aznhario end 
Arabio. Believed at present 
In Northern IT ALT. 

Inf offr. Speaks French. 
Believed nos living In retire- 
ment In Northern HALT. 

Comes from TRIESTE. Speaks 
Prenoh. Believed at present 
in Northern ITALT. 

Inf offr. Served In RHOIES In 
1*2. Speaks Turkish. Present 

whereabouts unknown. 

/ 

Oav offr. Lived previously In 
TURRET and speaks Turkish. 

Present whereabouts unknown. 

Inf offr* . Speaks Turkish. 
Present whereabouts unknown. 

Cryptographer. At one time' ran 
"Secretariate" of SIM Crypto- 
graphic Sec. Of Sicilian origin. 
Speaks English and French, ' Be- 
lieved at present In ROME area, 

(?) Arty offr. Speaks Rumanian. 
Belianred at present In ROME area. 



LATIN AMERICA incl MEXICO) Capt LUCREZIO 
SPAIN ) 

PORTUGAL ) 



(?) Inf of fir. Speaks Spanish 

and Portuguese. Believed at 
present in ROME area. 



SLAV STATES $ Lt-Col SEHRAGLI, Aged 60, Previous War Office 

Luigi employee j cryptographer. Was 

recently brought into Arny with 
rank of Lt-Col, Comes from 









DUBROVNIK. Speaks Serbian and 
Croatian. At present in North- 
ern HALT, 


ft 


2/Lt 


SMQLCICH 


Inf offr. Comes from SHUT. 
Speaks Serbo-Croat. On 8 Sep 1*3 
was in DALMATIA, Believed at 
present in German Concentration 
Camp. 


IV 


2/Lt 


CAEELLI 


Inf offr. Speaks Russian. 

Believed at present in ROME. 


If 


Capt 


ONESTI, 

Bruno 


Arty offr. Comes from GENOA. 
Present whore about b unknown. 



N 



Sjt-Maj NAT-1.1 



CCHR. "Taken away" by the 
Germans. 



" $ Capt IE BEDEN, 

Giovanni 

ENGLISH SPEAKING STATES $ Col CROCI, 

Arturo 



Comes from DALMATIA. Speaks 
Slovene. Believed at present 
in Northern IT AST. 

Agod 55-60. Civilian granted 
"honorary" rank. Was previously 
Italian'Qonsul in SWEDEN. 

Wounded in last war. has a wooden 
leg. Speaks English and Swedish. 
Believed at present in Northern 
ITALT. 
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ENGLISH SPEAKING STATES 


Capt 


FIRLO-RULINO 


Speaks English. Present 
whereabouts unknown. 


n 


Capt 


LITTii. 


Speaks English, Stated to be 
anti-German. Present where- 
abouts unknown. 


n 


Capt 


FERONI 


Speaks EngLish. At present in 
Northern ITALY. 


GREECE 


Major 


GtJiIFI 


(No details known). 


VATICAN 


Capt 


HENNA 


Took over this duty on retire- 
ment of Gen GAMBA (see “above). 
No other details known. 


Research 


Lt-Col 


SCUDERI, 

Francesco 


Aged 40-4-5. Regular arty offr. 
In Cryptographic Sec since 1939. 
Sneaks French and a little Eng- 
lish. Believed at present in 

ROME area. 


Commercial Sub- sec 


Lt 


COLDI 


(No details known). 


Intercept 


Col 


KTRT.LL- 


Was OC Static Intercept Stns in 
ITALY from May 40 onwards. 


n 


$ Lt-Col GIGV:NUZ'.I, 
Santo 


•/as OC FORTE BRASCHI (ROME) In- 
tercept Stn in May 40. Believed 

at present in Northern ITALY, 


"SERVIZIO "I" DEL .RMXR" 
(Intelligence Branch of 
Italian Amy in RUSSIA) 


Lt-Col 


EMER 


Stated to have been OC Cryptographer 
Party with Intercept Units on 
Russian front. 

Seen in ROME in Jul 44. 


(B) SID Cryptographic Section 




Source states that in .rr 44- this 
all of whom were at that date in C JSTIGLIOir, DC' 


S'.c employed the following offrs, 
JL STIVIEHE. 


Function or 
National Gp 


Rank and Name 


Personal Details 


OC 


Col 


C0SI4.CINT 


(See sub-para A above). 


ENGLISH SHAKING ST-TES 


Col 


CROCI, 

< k rturo 


(See sub-^ara A above). 


TURKEY 'also Arabic and 
Amharic) 


Lt— Col 


C HUSI 


(See sub-para A above). 


SLAV STATES 


Lt-Col 


SSR&iGLI 


(S -e sub-para A above). 


ir 


Capt 


BE BLBCF 


(Sec sub-para above). 


GREECE (also TURKEY) 


2/Lt 


,jp:rio bell 

Rodolfo 


Brother of Marcello below. (No 

di tails given). 


General Cryptography 


Major 


dc ’ ITT 


(Ho details given). 


It 


Capt 


CHIT POT, 
Rafael c 


(No details given). 


II 


Lt 


UCLENGHI 


(No details given). 


ft 


Lt 


JPRIO BELLA, 
Marcello 


Brother of Rodolfo above, (No 
other details given). 








REF ID:A65381s^ 

# 



ssspAmAu* 



Construction of new (?) 
typographic codes 




AMATI, 

Carlo 


Brother of Alberto below, 
other details given). 


(No 


it 


2/Lt 


AILYTI, 

Alberto 


Brother of Carlo above, 
other details given). 


(No 


Intercept 


2/Lt 


C/JOJNI 


(No exact details given). 




t* 


2/Lt 


MERLO 


(No exact details given). 





(C) Italian Liaison Officers “with German Cryptographic Section 



1 IfeJ VBXJRL In BERLIN In Jan 42. 

MaJ LA. TORRE 1 Replaced the above in BERLIN In Deo 42. 

(?DEUiA TORRE) 

(D) Personal ltlea in SID (Reconstituted 5 D 0 

Sr POSGHUCE Source states that this nan ax^pexviaed the 

reconstitution of SIM (renamed SID) after the 
Italian Amdstloe, and occupied the post of 
Director. 



Lt-Col de I£0 Replaced Dr FOSGSDil (after the dismissal of 

the latter in Feb 44 ) as Director? of SID. 

Lt-Col DAL NEGRO Oooupied an unspeolfled post in SB) in Northern 

ITALY In Oct 43. Recalled to ROME In Nov 43. 



Lt-Col PAOL3I1JO Succeeded the above in Northern ITALY in Nov 43. 



6 . 



(E) Gentian Peraonnfll liaising with SIM and SID 

Col KEMP s KtH?f Believed by Source to be Director of the 
/ Oww^cHi^ GHLABTEILUNG in GERMANY. 

Col EFENNER Actual title "MnaSTERIALRAT” stated to be in 

charge of Diplomatic Branch of German Crypto- 
graphic Section. 



Maj MANG 



Stated to be in oharpp of Military Branch of 
German Crypt o Trophic Section. 



(F) Italian Naval and Air Force Cryptographers 
(Naval Ranks) 

Capt DE MONTE OC Naval Cryptographic Section at CASTXGLICNE 

DELLE STIVIERE. 



Cmdr DONINI (BONINl)) 

Lt TRAMMARQLLO )At CASTICklCNE DELLE STIVIERE In Apr 44. 

Lt GAETANO )( Previously at VOLTA MANTOVANA (F 3842) ITALY* 

Mdspnm BARBAGAILO 11*250,000 - Northern ITALT) . 

Mdspnrn BENINI ) 

(Air Force Rank) 



Wing-Cmdr SALARIS OC Air Force Cryptographio Section at CASTIGUQNE 
(Lt-Col) DELLE STIVIERE in Apr 44. 



MTfYTPTJ.^nTlK 

(A) Note a on Italian Ciphers 



Source was not well acquainted with Italian ciphers. He supplied the 
following infm spontaneously, and NOT in answer to detailed questioning, 

/Before Sep 43 
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• 

Before Sap 43 the Germans supplied the Italian* with a maber of 
ENIGMA Cipher Machine a. Italians ware instructed in the method of operation, 

AHMTR (the Italian Arngr on the Russian Front) used this type of naoMna tor com 
with HOWE. Source states that these machines were also used by the Italian Faroes 
in LEBTA. Souroe believes that one machine of this type is at present located at 
TOLEA M&1007A HA, and that another is at CAarXGLICNB JEUJt SBIV2ESB. 

(B) Training of Italian Orroto graphic Personnel 

The course Souroe attended* In lfov 39, was the sev en th or eighth of 
its kind. The first Is believed to have boon held shortly after the- war In SPAIN, 
When the oourse assembled there were about 40-45 students, all offTs (regtl* staff 
and alga). The oourse lasted from 1 Nov 39 to 1 Mar 40. At the end of the 
oourse* 10-15 studfent a were retained far a further Advanced Oourse which lasted 
from 1 Her 40 to 1 May 40. She other students went as cr y p t o specialists with 
Intercept units or as cipher offrs with sigs units. 

The oourse was directed by Col COSMACINI, Giuseppe, and was held la 
a bldg adjoining the Italian Ministry of War. It included lectures an the 
t h eoretical side of cryptography and practical exercises. Far the latter* students 
worked In gps of two or three. Reports were made on the work of the students by 
the Directing Staff. 

Tng included singlo and double transposition, pLeyfalr - lndl re~ 
olphered playfair (by means of "ay Stems" sailed BIPUXI and TRUTEfl) - poly alphabo tio 
ciphers and grid ciphers. Students on the Advanced Course were trained In book- 
breaking (single bock and encipher and da cipher books "CODICI INTEHVEK1'ITI")> 



A.G.B. 



C. S,D. x.C, , 
C.M.F., 

20 Sep 44-'. 




(R.P.F. EDWARDS) 
Lt-Col. 
Oomdt, CSDICjCMF, 
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T O P SECRET 

’CSPICAW/T k. 




Sggggg^jg VIS US TO BERLIN (As mentioned in para 2 of attached report) 



(a) Object of First Visit 

In Jan A 2 Source was sent to BERLIN together with the 2 i/o SHI 
Cryptographic See, Col COSMACINI. Col COSMACINI was Charged with the mission of 
obtaining infra on the general orgn of the German Cryptographic Service, on its 
working and on speoifio problems connected with cryptographic work, Inftn was 
also to be acquired on the use of perforated oard machines (patent WATSON*flQLI£KITH), 
Source did not &c comp ary the Col on all his visits but was able to gain a general 
idea how the German Service worked. 



(b) German Cryptographic Servioe (cm ^^aCLUMSl 
i) Organisation 

The Sco was divided Into two distinct sub-sec s or branches, vis 
Diplomatic and ?£U. The Diplomatic Branch was directed by Mirdsterialrat (a Col) 
EFENNER and the Mil Branch by Mad MANG. The whole Seo was commanded by Col XEMFP. 

Material was sent to the Seo from the Intercept Stns (? "H" Stellen) 
scattered all over GERMANY and the occupied countries. At the time of Source's 
visit there were two stns on the Russian front, two in FRANCE, one in CSEEGEta and 
one in LIBYA, 

All the work on tho diplomatic side was done in BERLIN while the work 
on the mil side was done almost wholly outside BERLIN, The of fice s In BERLIN were 
grouped mainly in the TIERGARTEN district (MVTTE1KIRCHE FLATZ, VIKTORIA STRASSB, 
STANBARTEN STRASSE and GRAF SEEE BFER), 



ii) Methods and Sucoese achieved 



As far as Source oould judge the Germans were achieving success * 
the mil aide, e xpppt for the "grid'’ "tg riglic**) and "Type X" ("5YP° X"). He did 
not have a chance to study their methods in te^SiT but believed that they were 
normal - interrogation of PW, captured docs and straight cryptographic work. 

At BERLIN work on the mil side was concerned with problems of a 
general nature and the treatment of systems which oould not bo broken either at 
the front or by detached secs in GERMANY. 

ill) Musornn and Laboratory 

In BERLIN Source paid a visit to a small laboratory-cuo-iHuaeun where 
machines were kept which carried out quick substitutions of letters and msabers, 
graphs, statistics of letters, bigrsms and trigrams, Aiy available type of cap- 
tured machine was also held there - Source saw the French HAGELIN G 36, "Type X” 
without rollers (drums) and a Russian machine. He oould give no details on the 
working gf the machines as he only saw them once. They were ell built with tele- 
phone eqpt, tables (with ooranutators) and jacks, selectors and relays, 

iv) Ore up dealing with perforated oard machines 

The gp dealing with perforated card machine a was large end employed 
about thirty porsons not inol those working on perforators and verifiers (checkers). 

Source states that work was being done on machines which had been 
requisitioned ir. PARIS, These machines were j- 

a) perforators, hand and motor driven, for figures and letters. 

with or without shook ("controllo' scrlventi"), 
b} verifyers . ^ .. 

oj duplicators - i v - 

d) selectors ' 

e) tabulators, alphabetical and jumerioal. 

All the machines ran on 110 (120?) Volt DO, 

The work o air tod out was of a statistical nature on at least 10,000 
letters derived from original texts for the various languages on which they worked. 
The following were oalculatedr- 

&) frequenoieb of bigrams and tri grains far these languages. 





csrac/OF/f t. ' 



bj probability. of combinations of letters, 

c) frequencies of poligrams in various texts and "atatiatiche a 
oatena", l.e, the number of times letters combine and their 
repeats* 

d) statistics on traffio hf the various transmitting sfcns, 

e) substitution of numbers (figures) and letters for re ciphered 
tej^fc s, 

f) making of "difference s* and books of "differences'* from the 
higher frequency oode*worls enployed with re cipher keys. This 
type of work was ©serried out in particular in the ease of materiel 
derived from the "WAR OFFICE" Code, 



In order to eliminate tho effect of repipherlng a tabulating machine 
was automatically doing the work of differencing between a certain gp of one text 
and so maiy other gpa of other text placed in such a manner as to be capable of 
beli% reoipbored by means of the same gp of the "continuous" key, 

(©) Results of visit 



On his return to ROME Source unde a report to the head of SOI on what 
he bad aeon. As a result it was decided to undertake experiments in ITALY dm a 
small soale with perforated card machines, with a view to expansion should they 
prove of use. 

Flans were made to hire - jnao hint© from S.A. WATSCN in MILAN. 
went very dLoely and before the hire oontraot was signed Source was sent to RERUN 
again, because in ITALY there were no tabulators which without modifications would 
have been oapable of working out the differences. 

(d) Sooond Tlslt to RERUN 

9 

In to g U2. . Source visited BERLIN again but achieved poor re suits* The 
Germans preferred tosend one of their technicians (Herr SCHBHCB) to ROME, rather 
than let him see their Installations again. They assured him these were being 
moved to another looality, " in some woods ". • 

The technician got in touch with the firm WASSON and proposed the 
exchange of some Italian machines for a tabulating machine of the type EMI (German), 
Shis exchange was effected. She subsequent hire contract stipulated the hire to 
the Italian Cryptographic See of 12 machines, perforating, selecting, duplicating 
and tabulating machines, 

(e) Work parried out by the Italians with the machines 

About ten "lots" of work were carried out by the Italians, They 
included} Statistics for 10,000 letters for English, French and Spanish) a"ohaix>- 
etatistlea" (statistics a oatena) for a French qystemj a frequency oount on am 
American code in process of reconstruction and a small volune of "differences" for 
a Turkish code. 



(Q O 
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Code, stated by Sodroe to have been used by TITO* a Forces in 
TDGOSL AVIA (see para 3.D.I.k,iv, of jteport). 




Sie'676 squares contained figures, words, punctuation marks, names, 
etc. , 

i 

2« The alphabets (letters outside the squares) were moved about, text 

in the squares was not changed, (Alphabet moved ”en bloc"). 

3. The KEY in which massage was enciphered was given at the beginning of 

the message. It took the fora of a trior am t Indicating the pom of 

the first latter of the alphabet or giving letters showing the posn of 
a certain square which contained a word or a figure. 
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a) La| BOCCA | SOLLE , 

b) vo \ da.l [pie. ro Jpa. sto| o,n, | p.ecat 



Ddclpher on tev 

Maroonigrem text is filled in the 
36 squares (6x6) in the normal 
manner. The 1 2 letters on the 
diagonals are taken out and 
written down (and oanoelled in 
the square). Then proceed as 
for enciphering, as per key. 



iSEBSESi GENERAL STAFF FOR FQPE3CU STOP FUEHRER WAN/TS TO SEE OONDIXLVTOR 

STOP HjEASE INSTRUCT 




The text on the ilarconigram readi 
1) either CWFOl^ LCEOU SEPPN etc,, 

ii) OR, if the text occupied more than one 36 letter souare. it was cooled in 
a straight line* v 

GGFCR LTACP (JEQEO USERS etc.. 




[Kill 






FRTCttH x 
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O.f. pa*a 3«D % IX«a.l. of report. 

As stated in the above para, this cods is believed first to have 
been broken by the Ge naans, it was later broken by SXH, who handed it over tor 

use to the SUES Cryptographic Party. ' 

Source describes it as a tngran oode laid out like a bode, the sards 
In the clear part beis% laid out in alphabetical order, in blocks of 10-12, thus 
fomdtag a col um n* There trere lf0-50 blocks or columns* 



absndonner 



abaolut 



and the ieoond 



J im s "ebandonne" or"abandonnor" was encoded DftZ, "abaolut" - JAZ, etc 
The first letter in the trigrpm was the key to the line in tho block 
l and third indicated the block itself. The keys were changed every 








C.f. paras 3.D # I.b*v±. and 4«D,a.i. in attached report* 

As stated in above para, this code was broken by SBf before 8 Sep 43* 
In Apr 44 the results obtained by SIM were in the offices of SID Cryptographic 
Section at CA3TIGLI0NE DELIJ2 STIVTERE. Photostat copies were available. 

Code is described as c£ the one book five-figure type, with the 
following characteristics: 



Each page contained a number of three-figure gps (Gps from 000-999)* 
The Pages ere. numbered both at the top and at the bottom, say page one: 00 at 
the top, 99 at the bottom. The number (word standing for figure) one (bir) is 

encoded on alternate months 00020 and 99020. 

\ 

Pape 1 of the book contains: 

Numbers (one gp only for eaoh) 

The alphabet (two gps for each letter: One for the unaltered 

LATIN letters, and one for Latin letters adapted to the Turkish 
language, soy 001 for C 

and 002 for ^ (tch). 

Pages 2-3 of the book contain: punctuation marks, etc. , 

End page 8 of the book contain: geographical names. 

Very often the encoded version of the messago la rociphercd by means 
of a five -figure addition key ("chiavo addittiva"), say 00020 

24152 



Messages had the address in dear worded: 



24172 (Non carrying addition). 



TURKJ^E MTLIIA3BE ATTACH^ 

BERLIN, LONDON, Etc., and started with a five-figure gp. 
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0*f« paras 3*D*I*b.v. and 4«D*e.li* la atteobed report* 

As stated la the above para, this code was broken by SSI before 8 
Sep 45* Za Apr 44- the results obtained by SSI were la the offices, of SXD Crypto- 
grepbio Section at CASTXGLXGNB EEUjE 9T1VIERE# 

Code is described as being of the two-book (encipher and decipher), 
four-figure type. Pages contained gps for words, syllables, letters of alphabet 
and figures, sad punctuation masks. 

file gp for a letter of the alphabet would be used for a figure as 
well. Then are several oode-gps for the same figure b^ letters of the alphabet, 
punctuation marks and particles snob as -DA, -IE, -4ER used to indicate the oases 
In the dseteaeione of Turkish noons, eto.. 

Words la Clear on the pages of the book or books ware HOC la 
alphabetical order, nor were they in blocks beginning with the sane letter, e*g* 

BERLIN 0001 

TAKE 0002 

8 0003 

ONE 0004 

A 0005, eto.. 

The encoded text was re ciphered by means of a 40-flgure key . which 
changed every eeven-ten days* (One length of key reoiphered ten code gpa or 
eight Maroonlgraa gps)* 

NO check gps were used with this code. 

Address and signature of message were in clear* Message did NOT 
oantaln say "key gp" ("gruppo di rioono acinento" ) . 
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